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Cyber Security

Gourav Palasia
Assistant Professor (Deptt. of Science and Technology)
Hukumchand Noble Institute of Science and Technology

Cyber Security Introduction : Cyber Security Tad #feh
feifqa Ar9en & Fife e T@ iR 7ue 9g © €| fawn %1 afew
F & fore ereTeR o790 sifere aftsha qeareienl 1 STEm 92 @ € | =,
Be UM & g™ a1 98 Gi1e, gt wfed &1 w© € o 3 @it i =
ST A1 TR-3TES Wl 3 HEa Y& % e ol THA § R TFH W
I Shigd fhar € "Eer @l ¥ fued & fau & gy sug 1)

What is cyber security?

" OTge g YA ' G @, wihensdi R drefifet & an o
T TF WY FH W E GR H w5, T A w9, Ry @
FIA o, g’

o« TR YR e & fore fesmes & 7 aeren, et SR
gt o fehm € Jeas, S, dum &R T2 T, afa
sfasd T84 ||
TTEeR GRan e feforee &1 qean & o fesmea &t 78 ol
SR weneli it SRR Fefifa e )
< S T FEA GOEl R HUE, a3 SeEe R St
gl

HEeR AT 3201 F 7S foen =it qren €, oo ardern, |
3 HEeR BHEl | 22| 9% T Vsl § fHere o € U Seer 3R T
AT |

HEeR 3H T § Hared ¢ foed fawen, Jeas it dom mina
g S|

e TRaT A Hafua qran fowd foen gean, Jeas wmina € gean
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Cyber Security

\
\ \
Cyber Security
e Computer System * System Security
* Network * Network Security
* Programs x Data * Program x Data Security

Needs of Cyber Security :-

* To protect private data.

* To protect intellectual data.

* To protect banking x finance data.
* National Security.

* Global Economy.

* Protect Sensitive data.

History of Cyber Security :-

1. 1969 UCLA % W& 7 Standard Research Institute &1 He¥1
(Message) ST |

2. 1970 Ve H Y&eN AT FH “CREPER” &AM |

3. 1986 ®fEEl 7 TReR v =1 efor % w9 # sme fFan

4. 1988 TR ST  §eTie F STFR (Size) F F4 & fog
ST S|

Cyber Security Goals:- (CIA) : C = Confidentiality

I = Integrity
A = Availability

Confidentiality : Confidentiality Unauthorized person @l 22T
% yFH (Disclosure) FT IF4 & a1 H )

THH Taed Data 1 TN 39 R @ § e nauthorized
person ! TgM @ si (Private) i THAH (Anonymous) T&+ i
FHIfye w0 off ¥ 3@ @S Encrypted Data , Man-In-Middle
(MITM) Attacks, Sensitive Data 31 GeTHl &%& Confidentiality ¥
THEi e S #

Confidentiality ¥fad &7 & Standard Measures ¥ Iaa &:
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* Data encryption
» Two-factor authentication
» Biometric verification

* Security tokens

Integrity :- Integrity ¥ a9 F=1 %l Nauthorized Person g/
Modified fT STH & 59H & 2|

Integrity i TR & ferw Standard Measures ® wnfHet :

« fenf® =@&Ed (Cryptographic Checksums)

« Using file permissions (HEal AT 1 START 1)

. fqaty fasteft 3mafd (Uninterrupted Power Supplies)

« 22 93T (Data Backups)

Availability :- Availability gff¥=a 2 & & f& Nauthorized
Person S%&d T84 T Information T g+ H Had & |

Availability &1 TRl & fau Standard Measures ¥ IMHe ¥ .-

* Backing up data to external drives

* Implementing firewalls

» Having backup power supplies

* Data redundancy

Attack :- Cyber Attack Damage 989 & $U< (intent) § com-
puter, computing system or computer network @ unauthorized ac-
cess BITHE HT 1 HIE O 7T 2| Cyber attacks &1 8% computer
systems @l destroy %, SEA HL, T8 H a1 FE6@ &0 a1 &
systems & +ffet T data TSI, block AT, B2, TTHT AT A1
IR w7

Two Types % Attacks & ST security ¥ Haferd &

1. Active Attacks

2. Passive Attacks

1. Active Attacks : Active attacks TH attacks & TS99 attacker
messages ! HHHUT (content) %1 change or modify A =1 T &l
%1 Active attacks Integrity & T19-T19 availability % feq off waw ¥
Active attacks % TFRUT system FHYN &fao& (damaged) Bram & 3R
System resources I TG I GFA ¥ | gAY nzagm a1 % € f,
Active attacks H, Hifed &I attacks & =R ¥ gfad foan S 21
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Types of active attacks are as following:

2. Masquerade — Masquerade attack W& U attack @1 Hef¥fa
A © S valid access identity 3 WE99 ¥ personal computer infor-
mation T unauthorized access W A % AT fake identity =T START
AT €| W user behavior ¥ Hew@ vl fa=e =1 a1 @THL F4T-
T TN F Automatic discovery (WIST) 1 ST &

3. Modification of messages — 391 374 T T foredt message
& g e &l aga foan mn T =H message &I unauthorized effect
I F F fau faeifad (delayed) o1 I: =aftyq faar T &1
Modification original data T integrity T attack T 3T ol &9 9
Haeid § f unauthorized U& 7 %ael data 9% ‘4@ e & %, wfeeh
Yo § TTHR FIA AT B! F triggering Fh data FI €@ W
9 o Ut data T F1 ITET A TEA data F WY TeTE H 99
a1 | faffmior (Manufacturing) WHIOER0T (authentication) T attack
4

4. Repudiation — J% attack T BT § 91 network T & ¥
secured &l BT € =1 login control T DI HT %139 attack &
HIY, e-mail messages &% spoofing % THMF, TH # #ARX ¥ data +
M TR T, log files ¥ false data ! =M foTT malicious
user & M BRI author’s I information =1 SIE&N ST &l T |

5. Replay — 395 T& authorized effect 3794 & % fau ww
message <hl passive capture 3R 9% W18 % FERY A 139 at-
tack #, attacker %1 Hd 3£¥9 39 particular network T & ®9 qﬂ?j\?{
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data &1 T& save copy & 3R a1 H 39 data I personal uses & fe
IYAN HET 7 Teh & data corrupted or leaked B 9 & 9IS I8 users
ED T insecure and unsafe 2@l €1

6. Denial of Service — & communication facilities 3 normal
use I U1 ¢ | T attack 1 T e @& (specific target) &1 Tl
%1 For example, T& & fadt fasia 7idsg (particular destination)
% feru e | messages %1 & Tahal T service denial T &
T 37 &9 T network &1 I d network @1 31& (disabled) Ezcao)
messages & |1 overloading %k performance &1 F¥ & & fow
ZEYM T

Passive Attacks :- Passive Attacks 39 ¥R & attacks &d ©
S, attacker messages %1 content ! &l ¢ Al messages il con-
tent T Fiaferg AT € | Passive Attacks =@l (Confidentiality)
% foTu danger 2| Passive Attacks & &R system 1 &hIE JHH &l
B 8| HE W 99 T8 § fF Passive Attacks ® Victim &1 attacks
1 Information <&l &l |

oy
.'" ,";. i _ Jr ,'r
B T L 6 O + Receiver /
r ’ "\ JI
i I e ! i
i | e F et ;
@ t
Crrstrving IR
Mesdaye ol N,
Attacker
Passiva Aitack

Types of Passive attacks are as follows :-
1. The release of message content :— Telephonic conversation,
electronic mail message, 1 transferred file T sensitive or confiden-

tial information & Wehdl €| 89 T opponent I 59 THRUI &I con-
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tents %1 TG & VAT =1&d € |

2. Traffic analysis :- 91 wifsu f 89”99 information &I
encryption ¥ Tl Tk T oI, I attacker el & message T FHosl
X ¥, message H &1E information 7@l eTel T | opponent HSEH
% communicating % location or identity 1 fTERU FX Taha & 3K
3TMEM-WH T S T8 messages #1 frequency 3R length check &
Yehal €1 I€ information 1 T& communication 3 nature HTHH
T H useful & Fehdl &1 traffic analysis % fos T TR GLal
SIP traffic =hl encryption Bl TH &3 & fau, U attacker 1 98 fuifE
4 % AU SIP proxy (I35 call log) T Tg=A1 &1 faF call fFaa
fepam)

Background and current scenario of information security
- qd H oAl Fi GLE Sl FAT WAl FHiod o |

* 1960°s :- UTHEE &7 (Password Protection) a% 1960 o &¥1eh
% SNH o1 59 G 9 T R 319 HF o A i greres
(Protective) ST I a1 | 39 THA o SIUF 3a-T el & o) | e
F % A # e Teas TE o1 W 9% THE W Figa @ v
ifqer A9 $IR FTFEX W FMW FH & 9§ wEE I ae adml as
TET & U & fag, @ w3 & forg, 9 of feara & qmae e
™

* 1970’s :- %M (CREEPER) ¥ I (REAPER) @& Cyber
Security I YJEATT 1970 & T % SR TH Research Project &
19 g€, T8 39 999 ARPANET & =W ¥ 1 STa o7 | U Serahai
q UFH FFX YA A S ARPANET & e 1 THaia & §
H&TH o1 | I=IH YA 1 A 9 @ Hfh Jeemh A FHd q9G
S Hfgd Hew B fea@1 T o1 “I'm the creeper : CATCH ME IF YOU
CAN” 9% # T& W Tar e T St %R &1 37 &1 0% o
T, 999 @ @-vufasfd (self-Replicating) R o1d T 1 TEE
computer worm 3 T | HIFg § 3= 0¥ e U 37 uromw feran,
S Wrote 1 a1 foran 2R U2amRg TFes=R 1 T8el S Y
F g & e

¢ 1990’ :- I8 & IF HFX T TS, computer viruses TH
I B M SR G GRAN WONCH Tél =el Tt | gTeiteh, $HH! self
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replicated &1 &Ha1 §91 9= &, 59 worm o a1 3ThTH& &9 §
SreU foh 389 FRRT T e 4 a1 fean SR gete & T @t
Tfd @ e R e 98 W ew H a5t ¥ e T SR sed afd
%8 | Robert Merries computer fraud 3R misuse act & T&d THeIdas
ARG 21 a1 T8t ekt a7 |

* 1980’s :- Firewalls 1 387 32012, Sl & foru 3ueied 29 &
e & s | Sfa® @ A S9N personal information SRR
T & F fea, 39 998 ¥ T9UfEEi 9 Web g1 people x govern-
ment ¥ Data I & & T a1 | SFa1 &1 GRan & fo 712 T W
Firewalls and anti virus programs TR fRT <= 9

In 2014 :- Yahoo T iR biggest data branch &1 experience
FAT 7 1 39 attack H FA 500 million Yahoo user ¥ THSAT (compro-
mised) feram T o

In 2015 :- Messaging app service Snap chat 3STPR & it | Hack-
ers 7 4.6 THfeT@A 31132 &1 oA, phone number and location T2
feram

In 2017 :- Hackers = 34 @i & s0 faferaq Name, home ad-
dress, mobile phone numbers and emails = feran, f9=219 ber and
the drivering license 3 70 M@ TRAU Fl 574 THHN F THHA
ferar =

In 2020 :- Ministry of Information and Technology o Tiktok
and pubg mobile THT 118 Chinese mobile app T fdaier & fa=m 1
IT mystery started 31 Chinese app %I information technology Act
I UMW 69 T o ded Wiaeitda 2 faam ma €1 1T industry &1 fafa=
HIdl ¥ %2 complaints et & f% android and 10S platform T 39¢Ts¥
FS Hiagd T & EIErT & ai H STErEaie & Data @1 91T 3K
mm*mﬁindusﬁyaﬁﬁﬁwﬁﬁﬁ%lﬁmaﬁm
unauthorized T ¥ WRT &% 9 TIH T

Cyber Attacks:-

1. Virus 2. Adware 3. Trojan Horse 4. Ransomwar

5. Phishing

A. Virus(Vital Information Resources Under Siege) :- com-
puter virus T malicious ZHel & device ¥ e & forg designed
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e T FR e TF T | HAGT H UF SUHY=EE, 9 self copy-
ing WAl I SAHAR T THEE YgaM & o1t designed oz 7o & feamsd
I F21 IR | TF computer virus Igd &6 I ST % THM § A |
WWWWWWW, WW 3‘~|Tq7=3f:'programs
and files T ThAT HT €, 3T FX & FHM FH & a0 H Sl
F A 3H T TWE W HH FE 53 F

Creeper program, TS/ $ToRER T&all virus HHT ST €, 1971 # Bob
Thomas Creeper SR A1 T &1, AR | 7€ T8 & o T secu-
rity test & ®9 H designed T a1 o1 f& &1 ©& self-replicating
program H4d 91| infected W% 7§ hard drive % T, Creeper G5
% fq&el host ¥ 82 &1 WA &N | Creeper 1 &l malicious ST
& o1 3R 3T FHAA UH simple message FEi¥E fFEA “I'M THE
CREEPER. CATCH ME IF YOU CAN!”

ST ATEE T AT & ?

TS IPRE F T THEF TgTH & o g o s & sk
FP I YU 2l JHHM TgaTRL, B2 TSl A1 818 o4 1 T
& FAI | 37 96 Ga T Qe F1 Heds A &l 9¢ o, ToHy
gere Tfafafy | &2 ff yeeH I HvE @ S €1 Y o #H
B TRRS g aERE A9 faeen &t Fecayol veeiH &9 F afem
Tahd €, FI HAR FT FH FAT R TR-GR FFR crashes T F
Equl
Different types of computer viruses :-

1. Resident Virus : Resident virus T ¥h sl computer vi-
rus ¥ S computer memory ¥ & I B (hides) ¥ 31X store HTal
%, ST T4 virus’® programming F YR R computer g TR S At
foret off file 1 infect T & Wﬁ[éﬁ%l

¥H Terminate and Stay Resident (TSR) & ®9 H off SH1 STl %,
aﬁcomputerRAMﬁloadWﬁﬂﬁl@ﬂﬂ—ﬂ%@ﬂT% Sﬂ?ﬁﬁ(@‘\ﬂ?ﬁ
% T EH W user R WIEA T executable AT files T infects Tl
%139 W& & virus % T examples Jerusalem Virus, Onehalf virus,
Magistr, Junkie, Satanbug etc.

2. Direct Action Virus : 519 &Ig virus Tg %I 19 exe 91 .com
file ¥ Sream & 3R device H WY FIAT §, ST THF execution I
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Direct Action Virus el STl ¥ 1 afg 98 memory ¥ Tifud &1 S 2,
T 9% T4 F1 hidden T 7@ ¥ | 39 Non-Resident virus & &9 § 4t
ST S 7

3. Boot sector virus : boot sector virus T& Wk sl malware
¥ S system's boot partition a1 hard disk % Master Boot Record
(MBR) & infects a1 ¥ | startup % SH 311 security software
executed T § e, virus malicious code executes Tl ¥ |

4. Multipartite Virus : T& virus i 98¢l ¥ infected computer
% boot sector 3R executable files THT W attack X Tahall 8, 38 mul-
tipartite virus &l S € | af& T multipartite virus 39 system T
attacks Al €, T A9 cyber threat 1 risk 1

5. Overwrite Virus :- Most harmful viruses H§ ® W&, over-
write virus HISET program &I T T ¥ remove Hehdl & 3T 79
overwrite ¥ malicious code ¥ 95 Tkl & | HR-HR 78 70 Te
host’s programming code &1 harmful code ¥ F&& Hehal 7 |

6. Polymorphic Virus :- spam and infected websites & A1
¥ %d, polymorphic virus file infectors 1 & ST complex &1 ¥ X
ST U1 ST A Bl €1 9 existing program 3T T modified or
morphed version ST g 3R system I infect Fd g oin original
code = T W& T

7. File Infector Virus : 591 f& 19 & a1 =& 8, 78 98¢l U&
file 7 infects AT T &R T o1E H other executable I files 3R
programs H e (spreads) el %1 39 virus ¥ main source games
and word processors g

8. Spacefiller Virus : 7€ T rare type 1 virus 51 fH fills
& empty spaces @l virus ¥ ¥ <dl g, W cavity virus & 99
e A A file F osize HT g9 (affect) &M SR 7 & ST
a1 T S G T

9. Macro Virus : T& virus 35 macro language ¥ feran man ?
ST software program ® UM fea1 S & 3T 4f€ 1§ word proces-
sor file @Ieft S & @ computer T infects F 7 e 9 9 1
viruses FI source emails & ATEAT ¥ BT ¥

B. Adware : (Adware or Advertising supported software) J&
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T software & S 39k HFed W fadv sraifed wei¥id (unwanted
displays) Tl &1 Adware 3ATIh! $ohgl A o foTU SIS 1 STAM
FI1 T, ‘AT (target)' A % AT web browsing history famm= it
AT IET T

C. Trojan Horse : Trojan Horse Virus T& W& %1 malware &
S U legitimate program % &9 H ¥ss=1 & (computer disguised)
T download &Ta1 ¥ | faawer u5fd (delivery method) ® 0 R | T
attacker &1 Y software. & hide malicious code =1 fouH & fau
social engineering 31 3TF1T Fd g @1 ST © TN users &l 3
Software % 1Y system access W &I 1 T fmgn <1 e |

D. Ransomware :- Ransomware T& U&h{ &Rl malicious soft-
ware & ST Tah computer I TehHa AT & 37 users I Tg= I Wfaaaa
T € TE 79 qF ¢ 99 9% 39 unlock FA & foru fRdidt A=
&l foha S & | Ransomware variants 3¢ TTel 9 3 T € 31X SRR
Hrefdl @ 99 e #1739 F39 § on-screen alert FEf¥id & |

E. Phishing :- Phishing attacks 9= %l 9o & FU2q0] =R
(fraudulent communications) S Wdid 814 & Us ufdafd &d (repu-
table source) ¥ 314 ¥ | 78 MR W & email = A&z 9 fopan < €
@& 44 (goal steal) FEAT  credit card 3T login S sensitive data
information 4T install malware %% & fem |
Computer Forensics

Computer forensics technology &1 T& &3 (field) % S com-
puter device ¥ T1&T F identify T #M store T & foQ investiga-
tive techniques 1 ST FHT € | 3TRR, Computer forensics 31 START
A el 1 ISR I % o foRan s ¥ foee swEm st § fen
ST Gkl T Computer forensics investigations o aTe & e ot ot
e T B

Computer forensics $%gl &1 o T investigation and analy-
sis techniques 3T 3TI9AMT T 3t Hea e T | Forensic $THAR ™
personal computers, laptops, personal digital ¥ data 31 fageroor sed
%W, cell phones, servers, tapes, 3R fordlt off 271 9K % media |

39 process H ¥NHS & T § encryption &1 breaking & T
FHTA Jadd 28 (law enforcement team) % Y search warrants
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fAomifed &34 9% F© *fl, hard drives ¥ Files T JAUTd & 3 I7H1
Torgetoor e o fotu St wed Heeryvl |eld @i 71+fiT @ (most seri-
ous civil) #R TISER AHS (criminal cases) | computers, and data
storage media &1 Forensic S19 T& complicated and highly special-
ized process ¥ | Forensic examinations & T0TH Tahfera 3R reports
% wnfer fre s & 1 6 AWE H, examiners 3799 FreRdl w1 TETE <
%, <T@l 37 skills 3 abilities =7 w1 5 € sifqs 5= % forg

DIGITAL FORENSICS : Digital Forensics @1 HI& (pres-
ervation), 789 (identification), FT=RE (extraction) 3 process &
wu 4§ qftuifd = 73 1 Computer evidence &1 documentation
Torger1 3T =IEeE gR fRE S Wehal ¥ | 9% U science © com-
puter, mobile phone, server, or network S digital media ¥ Had g& |
7% complicated digital Hafd A = solve & & AT forensic
team 1 HATTH THATR 3T ITFLI Y2 FHa B | Fefseet wrfas fo-
rensic team T analyzes, inspect, identifies, and preserve F% H Heg
a1 & fafi= WhR & electronic devices T &4 e digital evidence
Digital forensic science Fl T V@l & S AW W igd & 3R
cybercrime ¥ 92 digital devices # fHell |rft =1 Si= gksrh gSaA
Some common techniques include the following:

* Reverse steganography. Steganography is a common tactic
used to hide data inside any type of digital file, message or data
stream

Stochastic forensics
Cross-drive analysis
Live analysis

* Deleted file recovery

FORENSICS INVESTIGATION :- Forensics W& crime £l
solve & T swamrer =t ST arelt et fafem (scientific methods)
%1 Forensics investigation T& HfET (suspicious) F an | analysis
T M & U crime ¥ Hafda Isft physical evidence &1 TU% (gath-
ering) 3 fa¥&T (analysis) €1 crime %3 g3, I8 Tfd (Estab-
lished) &% & feo Investigators blood, 7% W&14 (fluid) = finger-
prints, 2799 (residue), hard drives, computers, or other technology
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Hﬁé’@ﬁl%ﬁﬁﬁﬁ, %WWQ&W%} Fifsh % WHR & Foren-
sics €1

TYPES OF FORENSICS INVESTIGATION :-

» Forensic Accounting / Auditing

» Computer or Cyber Forensics

* Crime Scene Forensics

» Forensic Archaeology

* Forensic Dentistry

» Forensic Entomology

» Forensic Graphology

» Forensic Pathology

» Forensic Psychology

» Forensic Science

» Forensic Toxicology

Processing steps of conducting of investigation.

Step :-1. Acquisition : 3f9d hardware and software tools %1
IUAMT ek crime scene H AT (materials) 1 SR (Acquisi-
tion) 9T data &1 legal evidence &I €|

Step :-2. Data Acquisition : Data acquisition 3% Data W &
@& feT continuous world information & 7971 & 8 computer R
T e s

Step :-3. Data Recovery : Forensic data recovery &fau&d d1&d
(damaged evidence) sources ¥ forensically 9 | sound Tk H data
=i frepdt 81

Step :- 4. Forensics Analysis : Forensic digital analysis elec-
tronically &9 T stored information (ESI) & depth analysis 3 ex-
amination ¥ |

Step :- 5. Presentation : Digital analysis &1 presentation H
relevant information #! 9&=M T T& formal written report ¥HeT
71

[ [
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